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Abstract- 

In this paper comparative work on data packet and byte delivering, throughput and average end-

to-end delay in simple AODV and AODV with RSA encryption algorithm is done. In simple 

AODV, when blackhole attack is applied then there is a serious degradation in results mentioned 

earlier which decreases the efficiency of AODV routing protocol. So to increase the efficiency of 

AODV, RSA encryption algorithm is applied and simulated in QUALNET simulator, which 

gives better results than simple AODV protocol. 
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I. INTRODUCTION 

In Qualnet simulator, have only AODV protocol [1]. For comparison of work, attacked and 

encrypted AODV is needed. So attack program is written in C++ and added on simple AODV. 

After adding we applied this attack AODV on multiple nodes. Then it gives decreasing results. 

Now RSA algorithm[3] is written in c++ and added on that attack AODV protocol. Same we 

applied this encrypted attack AODV on same previous nodes, and then it gives increasing results. 

Asymmetric key technique is analyzed over an attack by using ad-hoc protocol. Some 

asymmetric techniques are RSA(Rivest Shamir and Adleman)[2], protocol. 

 

II. RSA 

RSA(Rivest Shamir and Adleman)(furozan): In this method, one party (a bank customer ,for 

example) uses a public key, Kp. The other party uses the secret (Private) key, Ks. Both use a 

number, N. 

 

 The encryption algorithm follows these steps [3]: 

 Encode the data to be encrypted as a number tocreate the plaintext P. 

 Calculate the cipher text C as C=PKp modulo N (modulo means divide PKp by N and keeps 

only the remainder). 

 Send C the cipher text. 

 

 The decryption algorithm follows these steps: 

 Receive C, the cipher text. 

 Calculate plaintext P= CKs modulo N. 

 Decode P to the original data. 

 

III. ATTACK 
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Attack in AODV: Firstly false node attack is developed in to a network. It is false node attack 

we can say its black hole attack. It injected to false information into the network. The network 

information (packet) is destroyed by this attack [4]. 

 

IV. SECURITY 

AODV security: Now RSA encryption & decryption algorithms are added in AODV. We know 

that RSA have public key and private key. It means that source node have private key for 

encryption and all nodes have public key for decryption except false node. When false node is 

trying to receive the information, then previous node will match key if false node don’t have key 

then request of false node will be denied. So that our network can be saved by RSA encryption 

[5]. 

 

This process is done in Qualnet Simulator [6]. Before simulating these scenarios we have to add 

black hole attack and RSA encryption in network layer. 

 

V. RESULT 

A. Discussion of Results: 

In this section three scenarios 1. Simple AODV 2. Black Hole attack on AODV 3.RSA security 

technique on AODV routing protocol are studied. In first scenario packets are sent using simple 

AODV protocol, in second scenario packets are sent using attack AODV and in third case RSA 

cryptography algorithm is used with AODV for sending data packets for source to destination 

with same attack. Packets are sent over different no. of nodes and analyzed in following sub 

sections 

 

B. Simulation Results and Analysis: 

50 nd 100 nodes are taken in Qualnet simulator 

 

 a. Packet delivered and received: In the first scenario we have to check how many packets are 

received by RSA. So we check three sub scenarios. These are given below. 

1. Packet delivered: In this scenario, figure1 shows all 24 packets are successfully delivered. 

 
2. Packet received after attack: In this scenario we check how many packets received after 

attack. Figure2 shows that, in 50 nodes zero packet is received and in 100 nodes 6 packet are 

received. 
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3. Packet received after RSA: In this scenario we apply RSA on attacked AODV. Then figure3 

shows in 50 nodes 10 packets are received and in 100 nodes 18 packets are received. 

 
 

b. Byte sent and received: In this scenario we have to check how many bytes are received by 

RSA. So we take 3 sub scenarios. 

These are given below. 

1. Total bytes sent: In this scenario, figure 4 shows 12000 bytes are successfully sent. 

 

 
2. Total bytes received: In this scenario, we apply attack on AODV then figure5 shows that in 

50 nodes 0 byte is received and in 100 nodes 3200 bytes are received. 
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3. Total bytes received after RSA: Now we apply RSA on AODV, then figue 6 shows that in 

50 nodes 4500 bytes are received and in 100 nodes 9000 bytes are received. 

 

 
c. Troughput: In this scenario we have to check throughput after RSA. Throught means no. of 

bits transfer in a second. We take three sub scenarios 

 

1. AODV throughput: in this scenario, figure7 shows that 4000bps is throughput in 50 nodes 

and 100 nodes. 
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2. AODV throughput after attack: When we apply attack on AODV then figure8 shows that 

in 50 nodes throughput is 0bps and in 100 nodes throughput is 1100bps. 

 
3. Throughput after RSA: When we apply RSA on AODV then figure 9 shows that in 50 nodes 

throughput are 1600bps and in 100 nodes throughput is 3200bps. 
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D. Delay: In this scenario we have to check delay. Delay is checked in destination node. We take 

two sub scenarios: 

1. Average end to end delay: In this scenario when we apply attack on AODV then figure 10 

shows that in 50 nodes 0 second delay and in 100 nodes 1.2 second delay 

 
. 

2. Average end to end delay after RSA: When we apply RSA on AODV then figure 11 shows 

that in 50 nodes delay is 0.12 second and in 100 nodes delay is 0.1 second. 

 
VI. Conclusion: 

Now 4 scenarios are calculated. RSA can surely work in AODV and Ad- hoc network. In all 4 

scenarios RSA is doing better work on attacked AODV. RSA have a small mathematical method 

of prime nos. So whole mechanism is fastly encoded and decoded for any information. Today 

application we use RSA in less data security not for high data. 
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