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ABSTRACT:

Mobile Ad Hoc networks (MANET) are composed of a group of wireless mobile nodes that can
communicate with each other. Different from normal networks, MANET is easy to be attacked. The
attacking to the protocol can paralyze the network, so the security of routing protocol is an important part of
the Ad Hoc networks security. We have taken DSR on demand routing protocol to protect the network from
any kind of malicious activity. In this first we authenticate the nodes by implementing digital signature, due
to which only authenticated nodes can communicate in the network. Secondly we ensure the quality of
communication by monitoring the action of nodes. Here we consider overhead percentage and packet
delivery ratio as matrices. We simulate the environment in NS2 and results are extracted using awk scripts.
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1. INTRODUCTION:

ADHOC means” for this purpose only”. They can be setup anywhere without the need of any external
infrastructure like base stations. There is‘increasing need of connectivity where there are no base stations or
infrastructure where there ADHOC NETWORKS step in .An AD-HOC network is an autonomous collection
of mobile nodes and wireless communication network is used.to connect these mobile nodes. This type of
network is known as MOBILE AD-HOC NETWORK (MANET). Nodes in MANET are mobile and
communicate with each other via radio waves. Various characteristics of MANET are : communication via
wireless means can be set.up anywhere nodes can act.as'both router and host frequent routing updates.
DIGITAL SIGNATURE: The effectiveness of the proposed technique depends on the assumption that every
node has a pair of private and public key. Public key is distributed over the network to every node exists.
Whenever a packet is send to the network, it/is signed by the sender so that authentication and integrity of
that message is maintained throughout its lifetime.

NODE MONITORING: Every node maintains an action table associated with other nodes, which has an
actual action, desired action and conclusion. Based on the conclusion generated in the action table nodes are
inserted or ignored in the routing path. The proposed work is carried out on DSR protocol and is
implemented in NS2

Node id Actual action Eciis(l)rr?d Conclusion
A - - -
B - - -
C - - -

2.PROBLEM DEFINITION

A Mobile Adhoc Networks (MANET) is an autonomous collection of mobile nodes and there is no fixed
infrastructure, so it is more vulnerable to attack and the problems related to the routing and security. Security
is a primary concern in almost all the application scenarios and in order to provide the secure communication
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between the mobile nodes. The open and dynamic nature of MANET makes it more vulnerable to attacks
and cripples many MANET operations. Security plays an important role in mobile Adhoc networks because
of its inherent vulnerabilities.

The research problem is how to provide security protection to the network. The major challenges include
dynamic topology, decentralized control, limited resources, and the lack of information dissemination
control.

The attacker doesn’t allow the packet to arrive at real destination. In addition, the attacker produces some
packets and sends them in the network to consume the bandwidth and create the bottleneck in th e network.

3.PROTOCOL USED IN SIMULATION:

DSR: The Dynamic Source Routing (DSR) protocol is an on-demand routing protocol based on source

routing. In DSR, every mobile node in the network needs to maintain a route cache where it caches source

routes that it has learned. When a host wants to send a packet to some other host, it first checks its route

cache for a source route to the destination. In the case a route is found, the sender uses this route to propagate

the packet.DSR basically works in two phases:

¢ ROUTE DISCOVERY

e ROUTE MAINTAINENCE
The request packet includes a request ID, the destination IP address, the route information about the source
IP address, timestamp of the packet. The request is signed with the S’s'private key. If the route discovery is
successful the initiating node receives a route reply packet listing a sequence of network nodes through
which the request packet may reach the target.
In addition to the address of the original initiator of the request and the target of the request, each route
request packet contains a route record, which accumulates a record of the sequence of hops taken by the
route request packet as the request packet is propagated through the Ad hoc network during this route
discovery. Each route request packet-also contains a‘unique request ID, set by the initiator from a locally-
maintained sequence‘number. In order to detect duplicate route requests received, each node in the Ad hoc
network maintains a list of the initiator address, request ID pairs that it has recently received in any route
request

4. SIMULATION APPROACH USED FOR RESULT ANALYSIS:

NETWORK SIMULATOR:

NS-2 is a discrete event network simulator in which physical activities are translated to events; events are
processed in the order of their-occurrences. The simulation time is progressed with the events getting
processed. Typically, it can configure transport layer protocols, interface queues, routing protocols and also
link layer mechanisms. We can easily see that NS2 provide us a whole view of the network construction and
also maintains the flexibility for the user to decide or check. Thus, just this one software can help us simulate
nearly all parts of the network. This definitely will save us great amount of cost invested on net work
constructing.

5. SIMULATION ENVIORNMENT
Parameters for Simulation Environment

PARAMETER VALUE

Traffic Type TCP

Number of Nodes 50

Area Covered 1200 X 1200
Speed of the Node’s 5,10,15,20,25 m/s
Routing Approaches DSR

Mobility Type Critical Mobility
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ANIMATION:
We have created a network of 50 communicating mobile nodes based on te mobility speed.
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Figure 5.2: Graph showing %age overhead Vs Node Speed for 50 nodes
The above compared overhead percentages are of the scenarios when we analyses Secure DSR protocol with
DSR protocol with-no security

Figure 5.3: Graph showing comparison in packet
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delivery ratio Vs Node Speed.

MOBILITY 5 10 15 20 25
DSR 68 61 55 45 42
Secure

DSR 69 65 61 55 52

The above graph shows the packet delivery ratio with respect to speed of nodes. It is clearly shows that PDR
(packet delivery ratio) is better in case of Secure DSR as compare to DSR.

6. CONCLUSION:

we propose an approach to protect the network communication from any kind of malicious activity. The
effectiveness of the proposed technique depends on the assumption that every node has a pair of private and
public key. Public key is distributed over the network to every node exists: Whenever a packet is send to the
network, it is signed by the sender so that authentication and integrity of that message is maintained
throughout its lifetime. Every node maintains an action table associated with other nodes, which has an
actual action, desired action and conclusion. Based on the conclusion generated in the action table nodes are
inserted or ignored in the routing path. The proposed work is carried out on DSR.protocol and is
implemented in NS2. Performance of proposed work in shown by calculating overhead percentage and
packet delivery ratio by varying speed of the nodes.
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